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OWASP 2025 Top 10 Risk & Mitigations for LLMs and Gen Al Apps

707k HIIEED Y754 F—ZREFI R

1>¥Jx92a> oy Fr—v DEF H 740
Prompt Injection Sensitive Information Supply Chain Data and Model Improper Output

Disclosure Poisoning Handling
. AT L . = N
B 4 JOv7k N7 bkILE sRiaER \HIPR
RIE(T2 DEE BHAB DR P
WFR 7
Excessive Agency System Prompt Vector and Embedding Misinformation Unbounded
Leakage Weaknesses Consumption

https://genai.owasp.org/lim-top-10
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OWASP Top 10 for Agentic Applications for 2026
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Agent Goal Hijack Tool Misuse & Identity & Privilege Agentic Supply Chain Unexpected Code
Exploitation Abuse Vulnerabilities Execution (RCE)
XEVE BETHL ARE :
S — N - ”\ 3 & 7-~ —
A=Y &S = SHEDER
Memory & Context Insecure Inter-Agent Cascading Failures Human-Agent Trust Rogue Agents

Poisoning Communication Exploitation

lications-for-2026
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O—IJLZEICLT=77t X
(Role-Based Access Control, RBAC)

o JN—7/O—-LICEIDYTSNII—H—
o 7TV —2aV[APILRILTORENLEREEET S LICELTVS

approver app.post('/expense/approve',
Role 10 [

claimIncludes('role', 'approver'),

(req, res) => { ... });
Permission
app.post ('/expense/approve',
claimIncludes (' issi i : "),
approve :expenses i u ('permissions approve:expenses')

(req, res) => { ... });

view:expenses
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(Attrlbute Based Access Control, ABAC)

async function approveExpenseABAC(user, expenseld, db) {

o [BM]vx—Tv—IX T
Eﬁa)a:- A@FE@&E\(E@ if ('user.hasPermission("approve:expenses")) {
= = d1—H—(ClE 'approve:expenses' HERDBDEEA. ");

throw new Error("ZAL>—:
1

o EFREIXIZAT. SEBRY )
@%ﬁ@%ﬁ:%ﬂrﬁUﬁH_@%%b\‘ const expense = await db.fetch(
77'} 7‘—:/ 3 ‘/:— Fb‘ “SELECT e.*, u.manager_id AS submitter_manager_id

FROM expenses e

E%ﬁ{tj—% JOIN users u ON u.user_id = e.submitter_id

WHERE e.id = ?°,
[expenseld]

)i

if (user.id !== expense.submitter_manager_id) {

throw new Error("S#BALS—: 1—H—([IREBEEFEDOIVR—Iv—TlEHDFHA ");

console.log(" 1—H— ${user.id} H'ZE ${expenseld} DERICHINULEULT. *);
}
b
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(Policy-based Access Control, PBAC)

o - . - n " - .
1S, — S,O0N b ey allow(user: User, "approve", expense: Expense) if
/_'I_\ J < I///%£ZQ user.user_id == expense.submitter_manager_1id and
° %’%EG)?EH:}%@?*— ~\‘_\7 yINON user.has_permission("approve.expenses")

EEGRDMERZ D

~ — —
770 U /7—_\/ 3 \/73\ b (G @ async function approveExpensePBAC(user, expenseld, db, policy) {
AN B i “H:ll oyt
I///EH}U L const expense = await db.fetch(
"SELECT e.x, u.manager_id AS submitter_manager_id
FROM expenses e
JOIN users u ON u.user_id = e.submitter_id
WHERE e.id = 7?7,
[expenseld]

)
/»

await policy.authorize(user, "approve", expense);

<; authe © Okta, Inc. and/or its affiliates. All rights reserved.



ENENDEE

Ll Hi= 05w o F—%
Role-based access " £
control (RBAC) AR =AY (> NIL)
Attribute-based access . 7T — 3y T =29y
control (ABAC) AL 41—k ==z
Policy-based access 7TV Tr—=3>
control (PBAC) Mlh LY 3 FZR—Z
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BREERAWET7 I X
(Relationship-based Access Control, ReBAC)

o UY—ZADTUEAFAN
MEARME] I2&koT
REETND 7t X
o M —H—ix. 72X %Z08ICTBIFL.
BESNEA TS MR s
TOoaret+nEREE S ?) ‘
o EHEEFRNDHB @ .
BRMEDT Z T TOHEA->TULDS viewer

editor

o BZE:GoogleDFRARBHEMICEITS

ZRe]T > oY lZanzibar]
o Rt IBREDT—2IT
BRI AT LICRTE

Zanzibar: Goo, gl s Consistent, Global Authorization System - https://research.google/pubs/zanzibar-googles-consistent-global-authorization-syste!
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https://research.google/pubs/zanzibar-googles-consistent-global-authorization-system/

Presented by (’ authe How it works Resources Community

zanzibar

A Globally Distributed = L
Authorization System O Hoen 0

Zanzibar handles authorization for YouTube, Drive,

Google Cloud and all of Google's other products Com® 'Q‘ S >
- : e » R » » ° bt
. . h P
. i ’ % . ® » »
. ™ ‘ \ o
» ) @ L]
] % p e’

https://zanzibar.academy/ . \. \
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OpenFGA
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OpenFGA

o Oktalck->THE - #—7>V—X1t

- S f7-Cloud Native Computing
Open FGA Foundation (CNCF) O

N SO N S W
Relationship-based access 1oFarn—a>rFOd Ik
control made fast, scalable,
and easy to use.

e GoogledH—EXL2ETHEHEIND

st i IHMD WOt X FIEH
Fine-Grained Authorization (FGA) %z
© Join us on GitHub %Eﬁ,j% rZanZibarJ Eﬁi%g‘: Fﬂa%

e PostgreSQL®MySQL. SQLiteZs &
HEGERLIET—EZR—X L
HAEHETHETES

openfga.dev
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BER[ETIL
model
schema 1.1

type user

type doccument
relations
define
define
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user user:*

relation viewer

object document :public-doc
user user:neri78

relation viewer

object document:private-doc
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EaFIvy (i)

/] Fxv9
const { allowed } = await fgaClient.check({
user: 'user:neri78’,
relation: 'viewer',
object: 'document:private-doc’,
1)
/1 allowediCtrue/falseDfEME#Mchd
/] EBD)YV—RE—FEICFTv9$ S batchCheckA Vv F+iRft
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Demo
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user_id - check(user: <user_id>, can_view, resource:x)

\

»
>

sasl T —E X TIVr—3y OpenFGA
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Role-based access
control (RBAC)

Attribute-based access
control (ABAC)

Policy-based access
control (PBAC)

Relationship-based
access control
(ReBAC - Zanzibar based)
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Demo
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/] RIB—RTHoIRTOBEREDRE

const results = await this.vectorStore.similaritySearch (query, 20);

// 1. FGADBLTRTORBA Az F¥a 42+ IDENE
const response = await this.fgaClient.listObjects ({
user: this.userld,
relation: 'viewer',
type: 'document'

})

const authorizedDocumentIds = response.objects.map (obj => ({
/! ATz LB FFats 4% (Pl: "document:core engine" -> "core engine")
const parts = obj.split(':");
return parts.length > 1 ? parts[l] : obj;

}) .filter(id => id && id '== 'undefined');
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// 2. BEAShERXa1AY MESWTHRRZ I LEY VYT
const authorizedDocs = results.filter (doc => {
const docId = doc.metadata?.doc_id;

if ('docId) return false;

// doc_idh'b FFxa Ay bEZEHMH (fl: "document:core engine" -> "core engine")

const documentName = docId.replace('document:', '');

// COFFaAYEHNRBAYXMIEFATLEIIEER
return authorizedDocumentIds.includes (documentName) ;

})

return authorizedDocs;
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Role-based access
control (RBAC)

Attribute-based access
control (ABAC)

Policy-based access
control (PBAC)

Relationship-based
access control
(ReBAC - Zanzibar based)
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openfga.dev fga.dev
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AuthO for Al Agents - AI7 7 r—< 3 VmTE3EE. 530]

(@) USER AUTHENTICATION | & TOKEN VAULT

ASYNC AUTH

FGA FOR RAG

a0.to/ai-event
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