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Part 1 
Open-EP: An Open E-Paper 
Community for Embedded Linux



About Me

Wig Cheng

@wigcheng

• Open-EP Community maintainer

• Linux/Android BSP Developer

• Open-Source Communities Contributor
- AOSP
- Linux Kernel Upstream
- Open-EP(E-Paper), KAKIP, TOPST

https://github.com/wigcheng
https://github.com/wigcheng


Agenda

• Why the Open-EP community was created

• Current progress

• Future work



Why the Open-EP 
community was created



Pain points of e-paper in the market

• Most applications are not open source

• provide open-source solutions mostly 

support MCUs (like WAVESHARE)

• Too few open-source applications 
related to Linux.

Wireless electronic shelf labels 
at AEON in Nagoya

Bus stop signs in Taiwan

Rakuten Kobo E-reader



About Open-EP community

• Founded in December 2025

• In-house hardware design (all based on E-Ink panels)

• Fully open-source software
- MPU: Linux User-Space program
- MPU: Linux Kernel DRM driver
- MCU: RTOS/Bare-Metal



Current Progress



Supported platforms



Hardware Architecture

TCON 
(Timing Controller)

E Ink panel 
2.13 inch 4-color

E Ink panel 
4.26 inch gray-color

E Ink panel 
2.13 inch gray-color

TCON 
(Timing Controller)

TCON 
(Timing Controller)

Driver board

ARM/RISC-V MPU

ARM/RISC-V MCU

SPI

Mechanism design

Open-EP solution

Other vendors



Hardware Architecture (cont.d)

2.13 inch 4-color
PIXPAPER-213-C

2.13 inch gray scale
PIXPAPER-213-M

4.16 inch gray scale
PIXPAPER-426-M

acrylic protective sheet

3D-printed enclosure

Driver board

SPI connector

Panel connector



User-Space Utilities (Linux)

epd_init()

SoC
SPI + GPIO initialization

TCON + E-paper
Registers initialization

HW reset

epd_write_img()

CMD code: 0x10
Write data

Load Image array
250x32 byte data

TCON memory 
space

CMD code: 0x04 ⭢ 0x12
Power on and refresh panel

Into low-power mode

Python tool:
Transfer png to raw data

Source Code

https://github.com/open-ep/PIXPAPER-213-C/blob/main/RPI2_PIXPAPAER-213-C.md


User-Space Utilities (remoteproc RTOS)

Source Code

https://github.com/open-ep/frdm-imx93_m33


Kernel-Space DRM driver

• Pros
- Easy to change the display content (Especially text only)
- As a primary panel, not just a display tag
- Support more applications

• Cons
- Big effort for driver implementation



Kernel-Space DRM driver
• Driver Author: LC Wang

- Open-EP Github PR reviewer
- Mainline DRM maintainer

• Release date: 2025/9/5

• Upstream: YES

• Presentation: COSCUP 2025

PIXPAPER-426-M example



Mainline DRM driver

2025/09 (Kernel 6.18)
Pixpaer-213-C DRM driver be applied
Implementing DRM driver by contributor

2026/03 (Kernel 7.1)
FRDM-IMX93 does support Pixpaper-213-C
Implementing Device Tree Overlay file

2026/03 (Kernel 7.1)
KAKIP does support Pixpaper-213-C
Implementing Device Tree Overlay file



Target board

Debug console

WebUI application from PC

DRM driver + SPI

Network-based update functionality will be 
added in the future.



Supported Operating System

Yocto 5.0 and above

Android 15 and above

Ubuntu 24.04 ana above



Future work



Future work

• Support larger e-paper modules

• Wireless e-paper module coming soon (BLE 5.4)

• Support more mainline DRM driver for Open-EP e-paper 
modules

• Zephyr RTOS support

• Improved image update performance

• More contributors joining us



Part 2 
CI, Yocto BSPs, and CRA 
Readiness



Co-author

Carolina Lin

@carolinalin

• IEI Integration Corp.
- Cybersecurity Engineer in Linux BSP

• Yocto BSP Developer

• Open-EP contributor

https://github.com/carolinalin
https://github.com/carolinalin


Agenda

• Overview Cyber Resilience Act (CRA)

• Case study

• Vulnscout and CI integration

• Summary and future work



Cyber Resilience Act (CRA)

• EU regulation by the European Union for cybersecurity of connected 
products

• Relevance to Linux BSP
- BSP must ensure secure kernel, drivers, and boot chain
- Ongoing security patching (CVE fixes) is mandatory
- Requires Software Bill of materials (SBOM) and vulnerability tracking for open-source 
components (e.g., Linux)
- Enforces update mechanisms (OTA) and long-term maintenance
- Impacts Yocto / embedded Linux development workflows



Software Bill of materials (SBOM)

Yocto configuration file:
#SPDX
INHERIT += "create-spdx"
#CycloneDX
INHERIT += "dependency-track" 

Yocto configuration file:
#CVE
INHERIT += "cve-check"

The tool that is independent of 
Yocto

SPDX, CycloneDX, and OpenVEX are all 
JSON-based formats, with differences in 
the type of information they capture.



SBOM (cont.d)

Yocto version Codename Release date Default SPDX Comments

4.0 Kirkstone (LTS)
2022-05 ~ 
2026-04

SPDX 2.2 First native support for SPDX

5.0 Scarthgap (LTS)
2024-04 ~ 
2028-04 

SPDX 2.2
Starting from 5.0.14, create-spdx-
3.0.bbclass is also provided, but it is not 
enabled by default

5.2 Walnascar
2025-05 ~ 
2025-10

SPDX 3.0 Starting from 5.1, SPDX 3.0 is the default

5.3 Whinlatter
2025-12 ~ 
2026-5

SPDX 3.0

SPDX 2.2 is still retained and continues to 
be maintained.
# command:
INHERIT += "create-spdx-2.2"

6.0 Wrynose
2026-04 ~ 
2030-04 SPDX 3.0 TBC



CVE Vulnerability
Special thanks to Yocto Project Virtual  
Summit 2025 for introducing us to 
Vulnscout, a powerful tool designed 
specifically for CVE vulnerability scanning 
in Yocto.



CVE scan using Vulnscout





Vulnscout (cont.d)

After importing the cve-check-
summary.json file, you can scan and 
analyze various statistics of this BSP, 
including real-time queries for EPSS and 
CVSS scores.

Export format:
• CVE report
• SPDX 2.3, 3.0
• CycloneDX 1.4, 1.5, 1.6
• OpenVex



Scenario 1

• NXP IMX93 Platform

• PIXPAPER-426-M (gray-scale), SPI interface

• Yocto 5.3 with vendor Kernel 6.18.2
- own meta-layer



Yocto scan results

$ sudo ./vulnscout --project imx93_yocto-5.3 --
add-cve-check 
/home/wig/workspace/sbom/vulnscout/cve-
summary-20260411234547.json --serve

$ MACHINE=imx93-11x11-lpddr4x-frdm 
DISTRO=fsl-imx-wayland source ./imx-setup-
release.sh -b build-imx93-pixpaper

$ bitbake core-image-weston

Input cve-check output json
file to vulnscout server

Zero critical vulnerabilities

CVSS



Scenario II

• Rockchip RK3588 Platform

• PIXPAPER-426-M (gray-scale), SPI interface

• Yocto 5.0 with vendor Kernel 6.1.75
- own meta-layer



Yocto scan results

$ sudo ./vulnscout --project rk3588_yocto-5.0 -
-add-cve-check 
/home/wig/workspace/sbom/vulnscout/cve-
summary-20260410203518.json --serve

$ MACHINE=opi5-rk3588 DISTRO=openep-
wayland source openep-rk-setup-release.sh

$ bitbake core-image-weston

Input cve-check output json
file to vulnscout server

1. CVE-2024-1086 (High) - EPSS: 84.47 %
2. CVE-2023-0386 (High) - EPSS: 59.16 %
3. CVE-2023-44466 (High) - EPSS: 13.17 %
4. CVE-2024-53104 (High) - EPSS: 13.02 %
5. CVE-2023-3338 (Medium) - EPSS: 11.23 %
6. CVE-2023-5178 (High) - EPSS: 8.36 %

6 critical vulnerabilities

CVSS



Vulnscout with CI mode
sudo docker run --rm –v /home/carolinalin:/scan/input  -v 
/home/carolinalin/vulnscout/output:/scan/outputs sflinux/vulnscout:latest
--project imx93_yocto-5.3 
--add-cve-check /scan/input/cve-summary-20260421121806.json 
--export-cdx --export-spdx --export-openvex
--match-condition "((cvss >= 9.0 or (cvss >= 7.0 and epss >= 30%)) and (pending == true or affected 
== true))"

Web mode CI mode

Trigger Runs on demand Jenkins/Gitlab CI

Key flag --serve (default web UI) --match-condition

Use case Manual triage Automated build pipeline gate

Best for Triage, root-cause analysis Nightly build, release gating

CRA/Audit Manual collection Auto-archived per build





Summary and future work



                                   
                                                               

          
                             

    

                       

                                              

                      

                                          

                       

                                             

                      

                                               

                         

                                        

    

                     

                                       

                          

                                             

                            

                                                 

                             

                                           

               

                                             

                    

                                                 

            
                       

    

                                      

                                                

                  

                                        

                    

                                             

                   

                                                

                           

                                                

    

                     

                                         

                                  

                                                

                            

                                         

                         

                                           

                        

                                           

                          

                                                    



Future work

• Upgrade to Yocto 6.0 BSP

• Transition to a mainline BSP or align with the CRA-
compliant vendor BSP

• Drop and phase out the legacy vendor BSP

Mainline BSP Vendor BSP

NXP IMX8MP, IMX93, IMX95 YES Yocto 5.3 with Kernel 6.18

Renesas RZ/V2H, RZ/V2N YES Yocto 5.0 with CIP Kernel 6.1

Raspberry PI Series YES No

Rockchip RK3588 YES Yocto 5.0 with Kernel 6.1

Telechips D3-G NO Yocto 4.0 with Kernel 5.10



Thanks for your time
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