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SHOY —) A&k

H— ) ViRl ARY Y 1A= NT BNy T—S
(FhR h)

O—RK/\Z>Y  RHEL9.2 CPU: 2 haproxy-2.4.17-6.el9
(haproxy01) AEY : 4GB socat-1.7.4.1-5.el9
Webt—/(#1 RHEL 9.2 CPU : 2 httpd-2.4.53-11.el9_2.5
(web01) XEY :4GiB

Webt—)(#2 RHEL 9.2 CPU : 2 httpd-2.4.53-11.el9_2.5
(web02) XEY :4GiB

KB A—Z

H o1 web01
aproxy 192.168.30. Zﬂi
192.168.30.245 = APACHE

’ \

web02

i ||/ apAcHE
HAPROXY 192.168.30.248 I“Il| HTTP SERVER PROJECT,
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HAProxy(CERTD/\Wwo—2%14 > A —)LT B,

HAProxy/\w o —=0D-1 > X k=)L mO— RJ\S>H(haproxy01)T
# dnf install -y haproxy

socat/\wo—=D1 > X =)L mO— RJ)\S > Y (haproxy01)T

# dnf install -y socat
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HAProxyh' -1 > A h=)L 2N TWBZ =R T Do

HAProxy/\w o —=D-+ > X b—)UiESRZ mO— R/ > (haproxy01)T
# haproxy -v

HAProxy version 2.4.22-f8e3218 2023/02/14 - https://haproxy.org/

Status: long-term supported branch - will stop receiving fixes
around Q2 2026.

Known bugs: http://www.haproxy.org/bugs/bugs-2.4.22.html

Running on: Linux 5.14.0-284.71.1.el19 2.x86 64 #1 SMP
PREEMPT_DYNAMIC Mon Jun 17 10:33:25 EST 2024 x86 64
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SZ . 1”714 lR=ZEV—-ANSEILRTBIIHEES
1. X274V -XRI7AMI)IZ25FT7>0—R
* https://www.haproxy.org/

2. AAM=ILAARICIEDTEILRTS
 https://github.com/haproxy/haproxy/blob/master/INSTALL
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*HAProxyDs&E J 77 1)L
« 5XTE J 7 1)L% : haproxy.cfg
- J7 1 )LECESL : /etc/haproxy
-BoESC(E. EBIAT S 3>-fC. BEI D EE0IREE.



HAProxy%:%Ed9 3 [2/6]

-HAProxyGDn Ej aP1%i-:15"

global HAProxy&ADEME(ICRAN DINS A —-F%&
BREI DI 3>
proxies defaults listen. frontend. backend o> 3> (CHITSD

TIA)MEZHRET DI 3>

frontend 547> bEDIELEICEATBRINSGA—4
HERTEI DI TI>

backend J\WOT> RH—)NEDIEGEICE T B/I\SA—4
ZEIRTEI DI I

listen frontend. backendtzZ=> 3> DHES
HmeUCEeET D Itz 3>
XZOMFBE, KICHBAFISISTA DY -1 TILESSRBLI S0

https://docs.haproxy.org/
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*HAProxy D TEZRE(1/4)
HAProxy DX EZE mO— K/ > (haproxy01)T

# vi /etc/haproxy/haproxy.cfg
global

log 127.@.?.1 local2 info global M maxconn (ERKERHEHEY) (&
Snress VeI Ll ey #&molisten/frontend @ maxconn @
pidfile /var/run/haproxy.pid AEHEL N AT VEEEDTEIT S

user haproxy

group haproxy

maxconn 2010

daemon

stats socket /var/lib/haproxy/stats mode 660 level admin

userlist stats-auth
group admin users admin SIREEmD 77t 2 FH

==

group admin users admin 1—TZREITD

user admin insecure-password passwd




HAProxyZs<iEd 3 [4/6]

*HAProxy D%

defaults
mode
log
option

option forwardfor
log-format “%ci:%cp [%tr] %b/%s %ST %hr %hs %{+Q}r”

retries
timeout
timeout
timeout
timeout
timeout
timeout

connect
client
server

queue
http-request
check

EZRE(2/4)

http X-Forwarded-For(XFF)\ v 5%
global 5 URVEEICERET Do

httpclose

except 127.0.0.0/8
3 =,
10s

60s

605 51 5T MBS 27 LB
60s IR T RICHHOHBTRENANE,

10s
10s




HAProxy%Z:SEd D [4/6]

*HAProxyDs&XEZ E(3/4)
listen statspage

bind 127.90.0.1:80
maxconn 10

stats enable ESIREEEEDRTE
stats uri /statspage
stats admin if TRUE

haproxyO1
AD BV T7IOTRATDZE=2EE

APROXY
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*HAProxy i< EZE (4/4)

frontend main
bind 192.168.30.245:80 RebEEEIAINGID:::: it

maxconn 2000

default backend web

backend web IRDFHEDOWebt — )\ & I57E

balance roundrobin
server web0l 192.168.1.247:80 check maxconn 1000

server web02 192.168.1.248:80 check maxconn 1000

[ frontend ] backend ]
/N
 — |
192.168.30.245 [ 192.168.1.247 =5 web(1
— D0
fnng L
[ I—
haproxy01 192.168.1.248 '-H:'tﬁ:ﬂ web02




HAProxy%:&Ed 3 [6/6]

*rsyslogDERTER E

HAProxyDiXEZE mO— R/\S > (haproxy01)T

# vi /etc/rsyslog.conf
~B&~

module(load=“imudp”)
Input(type="“imudp” port="514")

local2.* /var/log/haproxy.log

# systemctl restart rsyslog.service



HAProxyZzicE) 9 35

- HAProxy DL & (systemd— E X Eh)

HAProxyDicE) mO— K/\S> Y (haproxy01)T

# systemctl start haproxy.service

# systemctl status haproxy.service

@® haproxy.service - HAProxy Load Balancer
~B&~

Feb 03 09:54:10 haproxy@l systemd[1]: Starting HAProxy Load Balancer...

Feb 03 09:54:10 haproxy@l haproxy[3486]: [NOTICE] (3486) : New worker
#1 (3488) forked

Feb 03 09:54:10 haproxy@l systemd[1l]: Started HAProxy Load Balancer.




HAProxyZzicE) 9 35

=% . HAProxy D &) (O > Rt E))

HAProxyDicE) mO— K/\S> Y (haproxy01)T

# haproxy -f /etc/haproxy/haproxy.cfg
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web01
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s 192.168.30.245:80 [y
&l
> omm
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- HAProxy BB EE (C 7T AT D
RKTERIEDIHZS : http://192.168.30.245:20080/statspage

O & 192.168.30.245/statspage ¢+

<« O (1) http://192.168.30.245:20080/statspage m o -
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HAProxyg

- HAProxyEIREE (COJ 1 > TE e 2 & ZHERR

HANDFP IR [2/2]

T [ Statistics Report for HAProxy #3

Statistics Report for pid 6218

& O A £F1UTEELL | 192.168.30.245:20080/statspage as g ¥

HAProxy version 2.4.22-f8e3218, released 2023/02/14

»

> General process information

pid = 8218 (process #1, nbproc = 1, nbthread = 2
uptime = 0d 0hZ6m35s

system limits: memmax = unlimited; uiimit-n = 4052
maxsock = 4052; maxconn = 2010; maxpipes = 0
current conns = 1; current pipes = 0i0; conn rate = 1isec; bit rate = 0.000 kbps
Running tasks: 0/15; idlke = 100 %

statspage

Frontend

aciive UP backup UP Display option: External resourcas:
acdive UF, going down baskup UP. going down - Scope Eml
aciive DOWN. going up | | backup DOWN. going up = Hide DOWN' servers . Online manual
active or backup DOWN | |not checked - Refresh now —
aciive or backup DOWN for maintenance (MAINT) + CSVexpor

active or backup SOFT STOPPED for maintenance
Mote: "NOLB""DRAIN" = UP with load-balancing disabled.

JSON export {schems)

OPEN

|| sackena [ o] o] [ o] 1] [ o [ ]

o]

o 26massurF [oo JoJo [ T of | |

8s 878 26m36s UP

]| weboz o o -l o] 4 o| 1| tooo| 1 1| 25m40s| 524|374 0 0 o o 0| 28m3ss UP | v - ol o os| -
Backend | 0] 0 o 1 of 1] 200 3 3 8s| 1402 1122] 0 0 0 g o 0| 26mass UP a2 (2] 0 [ [
Choose the action to perform on the checked servers : V| | Apply
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* Web01INDIRD T ZIFIET D

HAProxy version 2.4.22-f8e3218, released 2023/02/14

Statistics Report for pid 650500

> General process information

pid = 650500 (process #1, nbproc = 1, nbthread = 2)
uptime = 0d 0h26m55s

system limits: memmax = unlimitad; ulimit-n = 4052

maxsock = 4052: maxconn = 2010: maxpipes =0

eurrent conn urrent pipes = V0; conn rate = 1/see; bit rate = 0.000 kbps
Running tasks: 0/15: idie = 100 %

[X] Action processed successfully.

statspage

aciive UP backup UP Display option: External resources:
active UF, going down )| backup UP, going down + Scope: Eml
sctive DOWN, going up || backup DOWN, gaing up * Hide DOWN' servers + Online manual
active or backup DOWN | |not checked « Refresh now -
active or backup DOWN for maintenance (MAINT) * BV export

active or backup SOFT STOPPED for maintenance JSOM export (schema)

Note: "NOLB"/"DRAIN" = UP with load-balancing disabled.

OPEN

|| Backens | o] o] | [ 0 [ o] o 1] of os| seez|

[
128713 o | of o] o o] =26msss uP [0 JoJ o] [ o] [

102 264 i} s UP
‘nebﬂz o o - o 1 o 1 1000 2 1617 60 220 0 0 o o o 26m55s UP L4OK in Oms 1 Y - 0 o Os -
\ Backend o o a 2 o 1 200 ] 171803 o 4] 4] o a a 26m55s UP 22 2 4] o Os

ose the actien to perform on the checked servers - | Set state to MAINT \I| Apply |

Set state to READY

Set state to MAINT

Health: enable checks
Health: force UP
Health: force NOLB

Oweb01(Z
FTwvo

®Apply ZiEiR

Health: force DOWN
Agent: disable checks
Agent: enable checks

@Set state to MAINT %=3%34R

Agent: force UP
Agent: force DOWN

Kill Sessions
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* WebQINDIRD T Z(ELIE UTeRF

HAProxy version 2.4.22-f8e3218, released 2023/02/14
Statistics Report for pid 650500

> General process information

active UP backup UP
pid = 850500 (process #1, nbproc = 1, nbthread = 2} acfive UP, gaing down backup UP. going down
:::Q:.I..mhﬁr?nﬁ = unlimited; ulimit-n = 4052 active DOVWN, going up - [| backup DOWN, going up
= = 2010 maxpipes = 0 active or backup DOWN | |not checked
Gurrent conns = 2 current pipes = 0/0; conn rate = 3sec; bi rate = 1.350 kops active or backup DOWN for maintenance (MAINT)
Running tasks: 0/16; idle =100 % active or backup SOFT STOPPED for maintenance

Mote: "NOLB""DRAIN" = UP with load-balancing dissbled.

[¥] Action processed successfully.

-

Display option: External resources:
« Primary ste
cape « Updates (2.4
* Hide DOWM' servers = Onlina manual
= Rafresh now
» SV axport

JEON export {schema)

OPEN

o o 28ma4sUP [oo o] o] [ o] [ |

|| Backend | o] of D [ o] 1] =0 g 8] o2m25s| 32:4] 17ie03] of of | of o

of zam3y/ | | [ [afo] [ o os| |

Choose the action to perform on the checked servers : | N ‘ | Apply |

MAINT (CZE
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- webQ1\DIRD | T

DFE [3/4]

HAProxy version 2.4.22-f8e3218, released
Statistics Report for pid 650500

2023/02/14

> General process information

pid = 650500 {process #1, nbpros = 1, nbthraad = 2)
uptime = 0d Oh28m34s

system limits: memmax = unlimited; ulimit-n = 4052

maxsock = 405Z; maxconn = 2010; maxpipes = 0

current canns = 2; current pipes = 0/0; conn rate = 3/sec; bit rate = 1.350 kbps
Running tasks: 0/16; idke = 100 %

[X] Action processed successfully.

statspage

active UP backup UP Display option:

active UP, going down backup UP. going dowm - Scope

aciive DOWN. going up | | backup DOWN, going up » Hide DOWN' servers
active or backup DOWN | | not checked « Refresh now

active or backup DOWN for maintenance (MAINT) « CSVexport

JSON export (schems)

active or backup SOFT STOPPED for maintenance
Mote: "MOLE""DRAIN" = UP with load-balancing disabled.

External resources:
* Primary ste
* Updates (v2.4)
*  Online manusl

B =
of o[ [ el o

|| Backend | o] o] | Er|

0s| @6840] 162050

\ | Backend [ o] of [ o] 2] [ o] ] =00 e

334

171603

ose the action to perform on the checked servers - ‘ Set state to READY

Set state to READY
Set state to MAINT

@web01(C
Health: disable checks
9:1 \\J g Health: enable checks

Health: force UP
Health: force NOLE
Health: force DOWN
Agent: disable checks
Agent: enable checks
Agent: force UP
Agent: force DOWN

——— Kill Sessions

@Set state to READY % iR
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* webOINDIRTD VTHBFH UTthRT

HAProxy version 2.4.22-f8e3218, released 2023/02/14
Statistics Report for pid 650500

> General process information

active UP backup UP Display option:
pid = 650500 (process #1, nbproc = 1, nbthread = 2) active UF, going down ||| backup UF. gaing down * Scope :I:I
uptime = 0d 0h32m38s active DOWN, goi backup DOWN, goi : '
system limits: memmax = unlimited; ulimit-n = 4052 v -going up gbackup -geing up = Hide DOWN servers
ans2. Za010 ines =0 active or backup DOWN | |not checked - Refresh now
current conns = 2; current pipes = 0V0; conn rate = O/sec; bit rate = 0.000 kbps active or backup DOVWN for maintenance (MAINT) = SV export

Running tasks: 0/16: idle = 100 %

active or backup SOFT STOPPED for maintenance JSON export (schema)

Mote: "NOLE"/"DRAIN" = UP with load-balancing disabled.

[X] Action processed successfully.

[ —

Frontend o 3 - 1 3 10 25 3 545 208 537 o a a OPEN

External resources:
* Primary site

Undates (v2.4)

Online manual

|| Backend | o] o] [ o] o [ o of 1] o of os| ss4| =oosse7| o o] | of o o o] azmassuP [ oo JToJ o] |

Frontend 2 4 - 1 2 2000 20 G488 207 051 0 o 7 OPEN

UP (CZEE

]| wesot ol o BT o 1| woo| 3 3| emios| 1617 102384 o o o o n no| v oz 7=

| wennz ol o - oo oz o 1| woo| g 8| 3mies| 4851 104787 o o ol o y 5 no| v ol o 0s

Backend of o of = of 1] a0 12 12| 3mios| e4ss| 307051 o [ [ o o of / \eesur | 2z |20 [ 0s
Choose the action to perform on the checked servers © v || Apply |
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OO0 J7 1)L =R T D(HIH)
REBHERDIRTE : /var/log/haproxy.log

# tail -2 /var/log/haproxy.log

Feb 21 13:00:00 localhost <local2.info> haproxy[651970]:
192.168.30.108:65032 [21/Feb/2025:13:00:00.00] web/web0l 200
“GET” /web.png HTTP/1.1”

Feb 21 13:00:00 localhost <local2.info> haproxy[651970]:
192.168.30.108:65032 [21/Feb/2025:13:00:00.00] web/web0l 200
“GET” /web.png HTTP/1.1”

(IHEEHBA]
192.168.30.108:65032 D547 > MDIPF R R— &
[21/Feb/2025:13:00:00.00] 54T > MO B DTCPiE N Z
HAProxyh's2{E U 1254
web - )\ OIS RY—EXDHRIF
web01 2= LT=Web b — /) (DRI F
200 HTTPAFT—AX— R

“GET” /web.png HTTP/1.1” BELUEHTTPU IR ~
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«socatdVY > RzfE> CTHEER I D (HH51)

webO1DEEIRNRZHEER T D (] : webO1EEENIFD EEF)
# echo "show stat" | socat stdio /var/lib/haproxy/stats | ¥

awk -F, $2==“web@1”{print $18}°
uP
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2. HAProxyz=1 > A h—)L 93
3. HAProxyZi¥E 9 D
4. HAProxyZzic&) 9 B
5. HAProxyZsit U CHD
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HTTPSTTi&E{E e

\Var - B

e >

I g
N ) ==
access s -Il|

=i HAPROXY
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Webt—/(
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HAProxy®Diapl@® [2/3]

*HAProxyMa%E/MN- > b (SSLESE)
global
ssl-default-bind-options ssl-min-ver TLSv1.2
ssl-default-bind-ciphers PROFILE=SYSTEM: !PSK
ssl-default-bind-ciphersuites TLS_AES 128 GCM_SHA256
tune.ssl.cachesize 102400

tune.ssl.lifetime 300 SSL/TLS) T— 3 A0
—>3>
tune.ssl.default-dh-param 2048 =0 ¢ WA ISTEEIAE

H—) GIEAE - BT IEE
frontend vs_httpsol
bind *:443 ssl crt /etc/haproxy/ssl/server-crtkey.pem
~ LR~




HAProxy®D#amk#l® [3/3]

*HAProxyDsXTEMN1T > NIS

defaults
mode http

~ LR~
log-format “%ci:%cp [%tr] %b/%s %ST %hr %hs %{+Q}r %[var(txn.ostatus)]”
errorfile 400 /etc/haproxy/errorfiles/400.http

errorfile 500 /etc/haproxy/errorfiles/500.http
~ B~ o \
HTTPL AR X0— R(C
WIET DTS —R—ZDIEENEI6E

frontend main
~ B~
http-response allow if { status 1t 400 }
http-response return status 400 default-errorfiles if { status eq 400
http-response return status 500 default-errorfiles if { status eq 500
http-response set-var(txn.ostatus) status
http-response deny
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* HAProxy D& EMNR- > b

frontend mycluster_apiserver

mode tcp

option tcplog
default backend mycluster backend

backend mycluster backend
mode tcp
balance roundrobin
option tcp-check
server cll 192.168.1.1:6443 check
server cl2 192.168.2.2:6443 check
server cl3 192.168.3.3:6443 check
option log-health-checks
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https://www.haproxy.com/documentation/haproxy-configuration-tutorials/

HAProxyConf 2025 - Registration & Call for Papers are Open! o

HAPROXY  Haproxy config tutorials Q, search (][ %

Client IP preservation v

# > HAProxy config tutorials
) Feedback?
N

HAProxy config tutorials

X-Forwarded-For header HAProxy config tutorials

Enable the Proxy Protocol See examples of configuring the load balancer for common use cases. Please choose a topic

. from the navigation menu.
DNS resolution g

HTTP redirects Core concepts

HTTP rewrites Alerts and monitoring

Load balancing v AuthN /[ authZ
FastCGI

Client IP preservation

gRPC .
DNS resolution
HTTP Add DNS nameservers to resolve hostnames.
Passive FTP HTTP redirects
Redirect a client to a different destination.
Syslog
TCP HTTP rewrites
Change the properties of a request or a response on the fly.
WebSocket
Load balancing
Network performance v
Network performance
Caching

: Programs
Compression
Use the process manager to run external programs.

Traffic shaping
Service reliability

Programs
Session persistence

Service reliability b Route clients to the same backend server with session persistence. o
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https://linux-ha-japan.github.io/

g m m I TOP| Linux-HA Japan x  + = o x
<~ @] 0] (%) https//linux-ha-japan.github.io A W i= see g
High-Availability Clustering on Linux
ToP AonO-—F A(-UZJURR BFaxrb B3IV SiERs
Linux-HA Japan 7O 147 b
Linux ECBBIBHA I SAY AT AEBET ZEHOBRELT, A-—T2V—2AD, 9525
V—ARF Ty, OSAGEELATV, JOvoT) A URE, zoft, sESFRT U=
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70T HRTT. Pacemaker [GiEFv 3509
%(3F(C Pacemaker , Corosync, DREBDEER>TF T, . _ ﬁi@fd
FMORERCERR A SNE. TUA-U 2T UZHCEBRVERS, BRIGERVELELS \<} =

21

KBS 1E(2024/05/30):
o [BWebtr bhttp:/linux-ha.osdnjp/ GREELER) 0O >F 2 wHEERLELRE.
o FEULKRETSES - [HwWebH - b FTWHEEBULELE

(] linux-ha-japan Linux-HA Japan

¥ #inux_ha_jp linux-ha-japan@Iists.osdn.pie

pacemake[ n Linux-HA Japan Project A .
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