INH5LDAPZ IR B 73
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- WinSyncz > THK D
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* |[dapad ¥ K
* Windows Sync L TH & D

fEEX T

N—

Sunbit System



389-ds & &
 LDAPV3ItH — /N

* Fedora Project CHH
* https://directory.fedoraproject.org/

* GPLv3 CEfm

* 389-ds = Redhat Directory Server
* RHEL, Fedora, CentOSI3 2 X &

« [EFEME] RT74x—<VR] [RT—5E
T4 BAFvvFIL—X
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* 2022/06FF = COERHFRIZ2.1R75

e 1.3%I¥RedHat7 o
¢ 1.4%. 2.0%IIRedHat8H (1.4 .xIXRedhat8.x)

* CentOS#2 T 12 (& AlmaLinux, MiracleLinuxIC#1T
LEL &9,
* EPELCOEI32.0.15

* Debian, openSUSEICEHE /Ny o —TUH Y A

* cockpitiC &K BEEGUINH 5
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e OS& DX

Feature Design Documents

o Roadmap

o Feature design advice

o 389 Directory
o 389 Directory
> 389 Directory
> 389 Directory
> 389 Directory
o 389 Directory
o 389 Directory
o 389 Directory
o 389 Directory
> 389 Directory
> 389 Directory
o 389 Directory
o 389 Directory
o 389 Directory

Server
Server
Server
Server

Server
sServer
Server
Server 1.3
Server 1.3.6
Server
Server
sServer
Server
Server

1.4.4
1.4.3 (RHEL 8.3)
1.4.2 (RHEL 8.2)
1.4.1 (RHEL 8.1)
1.4.0 (RHEL 8)
1.3.9 (RHEL 7.7
1.3.8 (RHEL 7.6)
7 (RHEL 7.5)
(RHEL 7.4)
1.3.5 (RHEL 7.3)
1.3.4
1.3.3
1.3.2
1.3.1

r)
)
)
)
)

o 389 Administration Server 1.1.36

https://directory.fedoraproject.org/docs/389ds/design/design.ntm

Sunbit System

Feature Desi gn Documents

Roadmap

Feature design advice

Backend Replacement

389 Directory Server 2.0.0

389 Directory Server 1.4.4

389 Directory Server 1.4.3 (RHEL 8.x)
389 Directory Server 1.4.2 (RHEL 8.2)

389 Directory Se
389 Directory Serv
389 Directory ¢
389 Directory ¢
389 Directory ¢
389 Directory ¢
389 Directory !
389 Directory !
389 Directory !
389 Directory !
389 Directory Se

W Lﬂ (I O O O O R
ﬂ-ﬂ-ﬂ-ﬂ-mmﬂ-u‘h

!

l
i

rver 1.4.1 (RHEL 8.1)

rver 1.4.0 (RHEL B)
rver 1.3.9 (RHEL 7.7)
rver 1.3.8 (RHEL 7.6)
rver 1.3.7 (RHEL 7.5)
rver 1.3.6 (RHEL 7.4)
rver 1.3.5 (RHEL 7.3)
ver 1.3.4

ver 1.3.3

rver 1.3.2

e 4
@
!"
[
[

389 Administration Server 1.1.36

Web-based Directory Server Management Console

Older Design Documents
Plugin Design Documents
Design Discussions




389-ds & &

News CRICRD E T S
Bump versionto 2.1.0

* Issue 4299 - Merge LDAP editor code into Cockpit Ul
Bump version to 2.0.15

* |ssue 4299 - Ul - fix minor issues with |dap editor

* Issue 5188 - Ul - LDAP editor - add entry and group
types

2.0RTLDAPIF 1 # B BIN(F 72 2MeEIX V)
Sunbit System
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o Z DB, 389-dsMEAFEZFLE & ML, 0SC2020
LB EORKERCEEIR L TWET,

https://www.slideshare.net/nobuyukisasaki1l65/
centos-8-389ds

THEIRADNITTE L T LY,
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389-dszx{F > TH LD

* A VA M—IVFIREHEHEMEE T

* [dapaA~¥ YV K

* WinSyncL TH & D
« SFFAED# (g LR E
 ADY—/X~Dpasssyncf Y A b—)b
* ReplicationDE&E
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389-dsZz{F>TH LD
e BASR : HASZEY =2 7ILAAHE L7 !

https://access.redhat.com/documentation/ja-jp/
red_hat_directory _server/11 (2ABZE : RHN7 A Y Y T E)

27 R

e 20205115118 - @

RedHat Directory Server 11 BFEFEVT_aFILA ARSI T,
=389 Directory Server 1LAOBAERFET-_aTFT I >TI &L,

OO0 fths A

o™ wudal ) ax>krd3

. Redeeit Directory Server® £ D T3 A, 389-ds& [Al
L9,

Sunbit System



389-ds
141 2VAM=)b
* port389.orgl”dd % F &

» EPEL%Z A#1% : dnfinstall epel-release

 EPELMD389-directory-server® 2 —JLH 5
A4 RA =)L B(RHEL/CentOS8.1 LAF%)
dnf module install \
389-directory-server:stable/default
c {VAM=IENBENYT—T
python3-1ib389, 389-ds-base-libs, cockpit-389-ds
389-ds-base
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vV RIC& AR EFIE

[root@cent82 ~]# dscreate interactive

Install Directory Server (interactivemode) 1 EE7HVV IO

Enter system's hostname [cent82.3bit.co.jp]: [enter] 1 7 74 K

Enter the instance name [cent82]: [enter] cn=Directory Manager

Enter port number [389]: [enter]

Create self-signed certificate database [yes]: [enter]

Enter secure port number [636]: [enter]

Enter Directory Manager DN [cn=Directory Manager]: [enter] _ —

Enter the Directory Manager password: (/X277 — R) ‘ suffix® 727 # )L &

Confirm the Directory Manager Password: (/X2 7 — R) A ~DFQADN

Enter the database suffix (or enter "none" to skip)
[dc=cent82,dc=3bit,dc=co,dc=jp]: dc=example,dc=jp

Create sample entries in the suffix [no]: [enter]

Create just the top suffix entry [no]: yes

Do you want to start the instance after the installation? [yes]: [enter]

Are you ready to install? [no]: yes

Starting installation...

Completed installation for cent82

[root@cent82 "]# ps ax | grep dirsrv
2 | 0:02 /usr/sbin/ns-slapd -D /etc/dirsrv/slapd-cent82 -i
Suntﬁm(ﬁ&%md—cenﬁzpid




389-ds
1A M=)l
* TDMDKREFIRICDOWTIE

0OSC20204t;m Ed)é*—#’é’: TE LT,
https://www.slideshare. net/nobuyuklsasak|1 65/

centos-8-389ds

9mt$é&i
DEHHEZ N77EIE
LDAPSE EL’) WCTEHEEWTET,
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ldapad~¥ > K

* 389-dsH" i H CTHRM T HldapaA ¥~ Mat )
ir:ﬂ'/uﬂ)’C openlcap cllents/\ W=l E 2

(Idapsearch, Idapadd Idapmodlfy ‘)

« 2022/06IR1E. cockpit-389-dsICLDAPI T 1 ¥4
NPREINE Lﬁ_o
D, TEEEHEILTWVD T, Apache
Directory Studloﬁ EEHAELEL & D,
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WinSync L TH K D
« SFAAE D (g L& TE

« ADH—/ N\~ DpasssyncA VA b—)U
* ReplicationMER7E

(LT, ZZICHhBKELINID)
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[root@shapeldap8 ~# openssl req -new -x509 -newkey rsa:4096 -out shapeLDAP-CA.pem
-keyout shapeLDAP-CAkey.pem -days 3652
Generating a RSA private key

writing new private key to 'shapeLDAP-CAkey.pem’

Enter PEM pass phrase: (/Y2 7 L —X)

Verifying - Enter PEM pass phrase: (/Y2 7 L —X)

Country Name (2 letter code) [XX]:JP

State or Province Name (full name) []:Hokkaido

Locality Name (eg, city) [Default City]:Sapporo

Organization Name (eg, company) [Default Company Ltd]:Sunbit System
Organizational Unit Name (eg, section) [[:Network Dept.

Common Name (eg, your name or your server's hostname) [|: shapeLDAP-CA
Email Address []:

[root@shapeldap8 ~]#

Sunbit System
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SEEAZEDE(F & 5 7E
LDAPH —/N\EBLER & CAEZLDIFBAE/ERK

[root@shapeldap8 ~“]# openssl genrsa -out shapelLDAP.key 4096
Generating RSA private key, 4096 bit long modulus (2 primes)

[root@shapeldap8 ~]# openssl req -new -key shapelLDAP.key -out shapeLDAP.csr
Country Name (2 letter code) [XX]:JP

Common Name (eg, your name or your server's hostname) []: shapeldap8.3bit.co.jp

Email Address []:

[root@shapeldap8 dirsrv]# openssl x509 -req -in shapelLDAP.csr -out shapelLDAP.crt -days 3652
-CA shapeLDAP-CA.pem -CAkey shapeLDAP-CAkey.pem -set_serial 1

Signature ok

subject=C = JP, ST = Hokkaido, L = Sapporo, O = Sunbit System, OU = Network Dept., CN =
shapeldap8.3bit.co.jp

Getting CA Private Key \

Enter pass phrase for cakey.pem: (CASED /N A T L —X)

[root@shapeldap8 "|#

Sunbit System
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SEAB O R
e WindowsH—/N\ERZEK & CAELDEAZEER

[root@shapeldap8 “]# openssl genrsa -out w2019.key 4096
Generating RSA private key, 4096 bit long modulus (2 primes)

[root@shapeldap8 “]# openssl req -new -key w2019.key -out w2019.csr
Country Name (2 letter code) [XX]:JP

Common Name (eg, your name or your server's hostname) []: w2019.win.3bit.co.jp

Email Address []:

[root@shapeldap8 “|# openssl x509 -req -in w2019.csr -out w2019.crt -days 3652 -CA
shapelLDAP-CA.pem -CAkey shapeLDAP-CAkey.pem -set_serial 2

Signature ok

subject=C = JP, ST = Hokkaido, L = Sapporo, O = Sunbit System, OU = Network Dept., CN =
w2019.win.3bit.co.jp

Getting CA Private Key \

Enter pass phrase for cakey.pem: (CASED /N A 7 L —X)

[root@shapeldap8 " |#

Sunbit System
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sEBAE D Efm & 52 E
s MBEAZESDHDTAND=Hpkes12FRICT B

[root@shapeldap8 “J# openssl pkes12 -export -inkey shapeLDAP-Cakey.pem -in
shapelLDAP-CA.pem -out shapeLDAP CA.pl12

Enter pass phrase for cakey.pem: (fU’FﬁBZH#O)/\Z 7 L —X)

Enter Export Password:(p127 7 4 JLD/N AT — R)

[root@shapeldap8 "1# openssl pkcs12 -export -inkey shapelLDAP.key -in shapelLDAP.crt -
out shapelLDAP.p12

Enter pass phrase for centos82.key: (#{FREFD/S 2 7 L —X)

Enter Export Password:(p127 7 41 JLD/N AT — R)

[root@shapeldap8 "1# openssl pkcs12 -export -inkey w2019.key -in w2019.crt -out
w2019.p12

Enter pass phrase for centos82.key: (#{FREFD/S 2 7 L —X)

Enter Export Password:(p127 7 41 JLD/N AT — R)

Sunbit System
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STAHEZE D[R E R E
e SIRAEARET B A MNEF DGR

Windows AD 389-ds

EFBRER Sy A v /etc/dirsrv/EREA VAT VR
OV Ea1—4% DIEE NSS db
& A LDAPYH —/N(DEFREZE
_ADY —/N(DEEERE ADH—/N(DEIEAE
(S8 C & S ELAAES CADEERE
CAMDELERE

389 passsync
NSS db
CADEERAZE
LDAPH —/NDEEERE

Sunbit System
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LDAPH —/N|ZEEBAE 2 AN 5

[root@shapeldap8 “|# cd /etc/dirsrv/slapd-shapeldap8

[root@shapeldap8 slapd-shapeldap8]# pk12util -i shapeLDAP-CA.p12 -d . -k
./ pwdfile.txt \

EEnter password for PKCS12 file: (p12%{Efk L7=& ZD/NA 7 L —X)
pk12util: no nickname for cert in PKCS12 file.

pk12util: using nickname: shapelLDAP-CA - Sunbit System

pk12util: PKCS12 IMPORT SUCCESSFUL

[root@shapeldap8 slapd-shapeldap8]# pk12util -i shapelLDAP.p12 -d . -k ./pwdfile.txt
Enter password for PKCS12 file: (p1 275:1p ERL7z& %0)/\7\ 7L —X)
pk12util: no nickname for cert in PKCS12 file.

pk12util: using nickname: shapeldap8.3bit.co.jp - Sunbit System
pk12util: PKCS12 IMPORT SUCCESSFUL

[root@shapeldap8 slapd-shapeldap8]# pk12util -i w2019.p12 - (LLFE L)

Sunbit System
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SEBAZE D #(F & R E
e LDAPY—/NDEIRREICEFE T 7/ A FIF 5

[root@shapeldap8 slapd-shapeldap8]# certutil -M -d . -f ./pwdfile.txt -n 'shapeLDAP-CA -
Sunbit System Co.,Ltd." -t "CT,,"

[root@shapeldap8 slapd-shapeldap8]# certutil -M -d . -f./pwdfile.txt -n
'shapeldap8.3bit.co.jp — Sunbit System Co.,Ltd." -t "T,,"

[root@shapeldap8 slapd-shapeldap8]# certutil -M -d . -f./pwdfile.txt -n
'w2019.win.3bit.co.jp — Sunbit System Co.,Ltd." -t "T,,"

[root@shapeldap8 slapd-shapeldap8]# certutil -L -d .

Certificate Nickname Trust Attributes
SSL,S/MIME,JAR/XPI

Self-Signed-CA CT,,

Server-Cert u,u,u

shapelLDAP-CA - Sunbit System Co.,Ltd. CTu,Cu,Cu

shapeldap8.3bit.co.jp - Sunbit System Co.,Ltd. Tu,u,u

w2019.win.3bit.co.jp - Sunbit System Co.,Ltd. Tu,u,u

Sunbit System
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SEBRE DA & BT
- Y SEEAEZREL. LDAPSR—M2RITET

name 'shapeldap8.3bit.co.jp — Sunbit System Co.,Ltd.

[root@shapeldap8 slapd-shapeldap8]# dsconf shapeldap8 security r
nssslactivation: on
nssslpersonalityssl: shapeldap8.3bit.co.jp - Sunbit System Co.,Ltd.

[root@shapeldap8 slapd-shapeldap8]# dsconf shapeldap8 security rsa set --nss-cert-

nsssltoken: internal (software)

{5 sEBAZE D

[root@shapeldap8 slapd-shapeldap8]# dsconf shapeldap8 security enable

?DAPS@@H@%E B

Sunbit System
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SEAAE D #E g & 58 TE
Cockpltb‘b LERETE i?‘

]]]|II|I

< C t A BESWTOERLER | hitpsi//shapeldaps.3bit.co.jp:2090 4 » 0O 2
W openSUSE Getting Started @ L1477 B Z0RDTvIv—2 . \
el Security Enabled
3 - 7 - Tw3y -

shapeldap8.3bit.co.jp @ AU n BRIl

89 Directory Server Console  siapd-shapeldaps - b I -

EnablelCd % &
[e]
Server Database Replication Schema Plugins Monitoring Users & Groups 63 6 lj_\ — h Z A\

£ Server Settings Security Settings @

LDAPSAME BT BE

@ Tuning & Limits

ZkL—3 Security Configuration Certificate Managemen
@ Security e 4 S C -f- N
Fko—tuy o e erver Certiricate Name
© s
Podman J2/ 53— # LDAPI & Autobind
FASY ~ M Logging Secure Listen Host 1§EH§ _g_ /Q g §IE EH =5 7:_’\ 7& EEE X
A = AL
B Access Log
Server Certificate Name  shapeldap8.3bit.cojp - Sunbit System Cof] o -
B Audit Log
B Audit Failure Log Minimum TLS Version ~ TLS12 -
a ‘Errors Log

389 Directory Server

Maximum TLS Version TLSI3 -

SELinux

—~

: Verify Certificate Hostname

Validate Certificate warn -

e Al e o]

D—RIWFVTF

VDRI PER (] Require Secure Connectians 9: v 7 _a_ 6 t EIE EH % O)
2HiLR— Verify Certificate SUeCt o CO mm O N N a m e ‘j: FQ D N M\ 2E

(7 #JIL 1)
Sunbit System o —
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ZLT, BELRN

* nsslapd-unhashed-pw-switch#'offMizE. /XA T — KA /Ny 2 a{ftInTXFS
75\1%?@'(%7&\,\7:&5/\1'7 RREERICKELE T, off 87 7 2L b,

[root@shapeldap8 slapd-shapeldap8]# dsconf shapeldap8 config replace nsslapd-unhashed-
pw-switch=on

[root@shapeldap8 slapd-shapeldap8]# dsconf shapeldap8 config get nsslapd-unhashed-pw-

switch
nsslapd-unhashed-pw-switch: on
—
CockpitH 5 &
EQE’C XA

Sunbit System
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¢ ADﬂ_/\‘quEEi@lné
H—/\GERAE X T{EAN] CASERRZ X [{EFESIN7/z)L— NEEEAHERES )

B TV-I1 - (3 - TR (0-1)) DK 1 -5 B A KT E)
B OB BERY BFM BECAND)  MuEIW ALTH)
ez nHE alc: HE

122 -t . BT - BiTH EHEHR Be9 pIEAE i
v G W8S (0-0)b JvEa-5) ;] shapeldaps.bit.cojp shapeL DAP-CA 2031701714 H-(-FAE, 5507 <BL>
v @_)‘mqﬁ F2 w2 Bawin, 3hit.cojp shapel DAP-CA 2022/06/10 FHT <HLe
v O RN A —
| L&
| Tye- A5
| PFRAREAEES |
| EHEENRITT N
1 EBENTLELNEERRE {E AJ ‘\— /j—\ Z |\ IJIE EH i
| H-F (-7 )L- I RE4&ES
| EEant1-tf -
| PATAEARTE
| FLla- KL Folb-+
1 FAR -k

1 UE-F TRk

| AAEDEHER ”%%E é *Lf:)l/— |\ EIEEH*%%BQJ

| 2%-+ n-FoEdzhel-+

| EEENLTIAZ ‘: CAEIE EH %
| Web AT
| Windows Live ID Token |ssuer

| WindowsServerUpdateServices
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ADY— /N~ Dpasssyncf Y A b—Jl
s { VR M—F%CEI L CTLDAPYH—/\DEREZITD

| ﬁ 389 Directory Password Sync Setup >

Password Synchronization Information F‘%

Please enter vour password synchronization information -

Hosk Mame: chapeldaps. 3hit. co.jp
(o] I _ : ~
Port Mumber: 636 /Ir l/ 7 ) /7- ~ 3 /JEH DN \
\
User Mame: ||:n=repli|:atiu:|n manager, cn=config
Password: ||||-|||- I Cert Token. gE‘C\\ J: \I\ |
/ [l
Cerk Token: | s | —
g Search Base: ||:|u=i-:enter,dc=3l:uit,u:|c=cu:uju:||:=jp

[
= < Back Cancel

Sunbit System
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ADY—/A~Dpasssyncf Y A b—)b
passsynclEFFAE =% Ed %

Bl EIEE: C¥Windows¥systern32¥cmd.exe — O W

- T¥lsers¥idmini st rator. WIN¥t |s¥shapel DAP-CA. o

Sillsers¥idnini st rator. WIN¥t | s¥shapel DAP . p12”7

tile. ) ) )
co.ip - Sunbit Swstem Co.,Ltd.

ssword Svnchronizat ionrcertuti| -d .

Password for NSS Cert DB:
BFICERELARLSCTLW

L, L, U
LI, L, U

Sunbit System




ADY—/A~Dpasssyncf Y A b—)b
« SFRREDEE ISV ZH/RTET S

Bl BEIEE C¥Windows¥systernIZ¥omd.exe — O x

l. Y¥Program Files¥389 Directory Password Svnchronizatiorscertutil -d . -M -n “shapel DAP-CA - Surbit Swstem Co.,Ltd.”

9 Directory Password Swnchronizat ionscertutil -d . -M -n “shapeldap8.3bit.co.ip - Surbit Swstem Co.,

9 Directory Password Swnchronizat ionecertutil -d . -

Tuau,u

chronizat ions

« ERERIFADY —/NDH;
Sunbit System

FHJ'
T
-
7%
:/
i




ADY—/A~NDpasssyncf Y A b—)b
e L 7)) —< 3 ADNICuserPasswordZE A % 25 a]

ACIEZEHLDIF repl-aci.ldif

dn: ou=icenter,dc=3bit,dc=co,dc=jp

changetype: modify

add: aci

aci: (targetattr="userPassword")(version 3.0;acl "Password synchronization";
allow (write,compare) userdn="ldap:///cn=replication manager,cn=config";)

[root@shapeldap8 slapd-shapeldap8]# Idapmodify -D 'cn=Directory Manager' -x -w /\ 2
7 — K~ -frepl-acl.ldif
modifying entry "ou=icenter,dc=3bit,dc=co,dc=jp"

Sunbit System



Replication®

ReplicationZ=H&%hICd %

< C ¥ A REIhWTLLLER | hitps:/ishapeldap8.3bit.co.jp:9

77 M openSUSE #p Getting Started @ #LW47

shapeldap8.3bit.co.jp

Server Database

v 1 Suffixes
£ dc=3bit,dc=co, dc=jp
ZkL—=3

Ry kD—F

Podman V53—

Replication

wW—JL
389 Directory Server
SELinux

TPl =

Sunbit System

—}'la —
X A

389 Directory Server Console  siapd-shapeldaps

> % # %0 2
m IOMDTvIv—o

- Actions ~

Schema

& dc=3bit,dc=co,dc=jp

Plugins Monitoring Users & Groups

<]

Replicaticn is not enabled for this suffix

Enable Replication

31



=JL =

ReplicationD&ExX xE
Replication|Z {8 D DN%Z &% E

< /389-console > % ¢ w0 2

# 771) M openSUSE #p Getting Started @ #HLW47 W TOHOTvIv—2

C Y A RESNTWALER | bitps://shapeldap8.3bit.co.jp:908

root@
shapeldap8.3bit.co.jp

Enable Replication

Choose the replication role for this suffix. If it is a Supplier replica then you must pick a uniqu
among the other Supplier replicas in your environment. The replication changelog will also af
created for you.

ZRL—

Supplier

Replication Role

Ry kD—

Podman O 73— Replica ID|

You can optionally define the authentication information for this replicated suffix. Either a Manager DN and
Password, a Bind Group DN, or both, can be provided. The Manager DN should be an entry under "cn=config"
w—Ju and if it does not exist it will be created, while the Bind Group DN is usually an existing group located in the

database suffix. Typically, just the Manager DN and Password are used when enabling replication for a suffix.

389 Directory Server

. Replication Manager DN cn=replication manager,cn=config Re pl icati O n ‘: 1% % j— é D N t / \0 Z |7 —_— |\‘\
cn=replication manager,cn=config

Confirm Password ~ sesesees

Bind Group DN

Enable Repl

Sunbit System
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=JL ==

ReplicationD&x xE
Wlndows AD/\O) JLEREHRZHRET

&€ > C Y A REXNTOAWER | bttps://shapeldap8.3bit.co.jp:9090/389-console > % 4 &0 & :
i 771 M openSUSE € Getting Started @ FLL&T W TDHhDTvIe—2

root@
shapeldap8.3bit.co.jp

Q %

Create Winsync Agreement

Main Settings Domain & Content Advanced Settings Scheduling

Agreement Name w2019 B i n d D N é FE? \1% Z\— _ _\_l_ ﬁ’% -j_ é
Windows AD Host w2019min.3bit.cojp IE, 4* cocC k p | t 75\ b Li ﬁ E T\'\ g i
- & Ly dse.ldif =& #’ng,, \Z5

SELinux

FPFUg—32 smmmes == \ Wi ndOWS AD/\ 0) 7 7 t \Z DN
| kX4 UEEEDERSABE

Consumer Initialization Do Not Initialize

N—RWIVTF

YIJ kDI 7FEH Save Agreement Cancel \-

Sunbit System
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ReplicationD&ExX xE
H E?‘%SubTree%: SET B

> % 4 w0 2 i
B TOMOTv I -7
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