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Response
Request
https://info/taro .

<A

| Response
{
}
{
}

Request
https://info/jiro
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SQL

() HASURA

(https: //hasura |o)

© Hitachi, Ltd. 2022. All rights r



HITACHI

1_3. Hasu raa(i Inspire the Next

o SA41t> Rl&Apache License 2.0ThHY. /1\—322.2.2FTYJ—R
o QGithubMRA—EHIHBISATHEIEHEDEL\OSSTHS

Star history

25.0k
[:asura/ graphgl-engine

20.0k

G
[e]
x~

GitHub Starse

10.0k

5.0k

2019 2020 202 2022

Date &} star-history.com

(https://star-history.com/#hasura/graphgl-engine)

© Hitachi, Ltd. 2022. All rights reserved. 6



HITACHI

Inspire the Next

Contents

2. Hasura) = E gt

© Hitachi, Ltd. 2022. All rights reserved. 7



2-1. Database

HITACHI

Inspire the Next

Hasura £ TDBIZ® L TT—JIILZ#{ERL T 5 &GraphQLR F—7IZ
BEZE¥aEh. GraphQL APICERTEAESIZHS

o
-4
query {
{ .

}

}
() HASURA
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taro 23 finance

2 jiro 47

development

Response

{
{
[
{
}s
{
}
]
}
}

© Hitachi, Ltd. 2022. All rights reserved. 8



HITACHI
2_ 1 . Data ba Se Inspire the Next

Mutation insert article {
( {
[ {
{ {
[
{
% )
) { !
{ }
() HASURA |
m
) } taro 23 finance
} 2 jiro 47 development
} 3 saburo 35 legal
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() HASURA
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name rental_date
= _ — taro 23 finance
1 ipad 2022/11/23
2 jiro 47 development

2 iphone  2022/02/03

3 saburo 35 legal
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<A

query {
{
{
}
}
}
rental_date
1 ipad 2022/11/23
2 iphone  2022/02/03

() HASURA

{
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HasuraTl&GraphQLY YV T AFERESTT U FRA U FEL T BT RE

4
=4 =

| {
Request [
https://info/users| ] t

S

! }s
Request . {
REST endpoint
query { B 1
{

] @ HASURA
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e HasuraTIZSNERAPILEET B ETOBIRELSNN O A —F—3BD
EDRAQVYIEMAATENTIRE
o ActionlZ¥FHZRESTTUFRAUVFEHEUHTIRIZEER

( | GraphQL @ Hﬂ.S“RA CRUD + realtime
! With access control r
— @ —}— Actions » [ ___ '
— USRI RS S . Postgres
App

- Custom business logic
 Data validation
- Data enrichment and transformation

(https://hasura.io/docs/latest/graphql/core/actions/index.html)
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const handler = async (req, res) => {

type Query {

{
} )
type AccessInput { }s
() HASURA ()
} REST endpoint

type AccessOutput {
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query { {
| {
{
{ } }
} v }
} >
OLIU:—

REST endpoint
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e HasuralZftt®GraphQL R F—=<I=##L. GraphQL APIZ#E& T3

AVEI HE

e Remote SchemasZF|ATHETHETDAT—IER BT I EB

MDGraphQLRAF—ZICT7 IR T HEMNAEE

App

=} HASURA

CRUD + realtime ) Postgres
/_ With access control

Your GraphQL service
(HTTP endpoint)

(https://hasura.io/docs/latest/graphql/core/remote-schemas/index.html)
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° HasuLgl:l:ﬂl!.d)GrathLXﬂF—Vl:E‘iﬁL\ GraphQL APIZ#t&d b_L
AGIE

e Remote SchemasZFIFIF B2 ETHA TN R F—< R B TIZIM R
MDGraphQLRAF—ZICT7 IR T HEMNAEE

%‘

(> HASURA —— @ HASURA
useria | name Lage | _ep

device id | name | rental date | id
device id |_name | rental_ —— T
1 ipad 2022/11/23 | 3
_ 2 jiro 47 development
2 iphone  2022/02/03
3 saburo 35 legal
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o DBTHEDARUKIINSERT. UPDATE DELETEIRIEF)NFEELT-FRIC
HOMLOHEBESNT-NEBAPIZFEUH I H6E
o S EBAPI~NMDEENIXat least once 5K TEIE

(https://hasura.io/docs/latest/graphql/core/event- trlggers/lndex htmI)
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Fﬁﬁtb’(lztz:E?—@ﬁﬁi&d)l—*f—ﬁiﬂtb\af—ﬂ'\—')zﬁ"é'é
EEESHETLEUVLDBEHTUENFHIASNS T —ADH S

e Ff=Event Triggers®DJISONFZ K DPayloadIZlEFERE LG TzA Xk
PEFHERDENREENTWNBADT, RAF5—TL—hrELTHFIATEE

| [P n,

Create a new event trigger event”: f{

"session_variables": <session-variables>,
"op": "<op-name>",

"data": {

Database @ "old": <column-values>,

"new": <column-values>

Schema/Table @ }
able 1 e - 1 g o, 11
v v "created_at": "<timestamp>",
Trigger Operations @ "id": "<uuid=",
OlInsert [0 Update [0 Delete [ Viaconsole @  tknow mare II+I- rigger“ : {
n - ~ M n _. - ~ F= 4 ~ - M
name”: “<name-of-trigger=
Webhook URL @ oooEe
URL~ "table": r
table®™: {
"schema”: "<schema-name>",
> Advanced Settings "name": "<table-name>"
ate Event Trigger }

(https://hasura.io/docs/latest/graphql/core/event-triggers/payload. htlml)
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EBLDF A TEHasura ETEAR VMDA T—EX, 0T HRRND
YRS ABIEAA 2 3—/N)L, VRS HIREERE TE 51=80.
VadEBY—/N\—LLTRWAIENTESD

You are here: Events > Scheduled > eod_reports > pending
eod_reports * ‘ ‘
Modify Pending events Processed events Invocation logs
Filter Sort
- column - v| -op- w - column -- v  asc v
Run query
id status scheduled_time created_at tries
> fchel7 2e-cc05-4de0-8Babd-68... o] Fri, Jun 19th 15:00:00 -07:00 Thu, Jun 18th 15:11:59 -07:00 0
» 59260c54-dcb8-44e6-be7f-55... Q Mon, Jun 22nd 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0
> bl7a4b30-1ba9-43b4-b4ea-b.. o Tue, Jun 23rd 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0
> d92e18da-0f57-4825-b3f9-77... o Wed, Jun 24th 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0
> eb65de3b-80fd-41a9-80cb-13.. o Thu, Jun 25th 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0
> 41896fa5-3134-4d4f-BLB6-3fe... O] Fri, Jun 26th 15:00:00 -07.00 Thu, Jun 18th 19:11:59 -07:00 0
> 064cb204-4054-4352-bB89-b. o] Mon, Jun 29th 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0
> 10134d82-47ce-4f3b-b303-31... O] Tue, Jun 30th 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0
> 65c3243b-bbe5-4af6-abaS-18... ©) Wed, Jul 1st 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0
» 428c9c3b-9354-4cd8-b795-00... o Thu, Jul 2nd 15:00:00 -07:00 Thu, Jun 18th 19:11:59 -07:00 0

(https://hasura.io/docs/latest/graphql/core/scheduled-triggers/create-cron-trigger.ht

© Hitachi, Ltd. 2022. All rights reserved.

of 10 10rows v

Next

ml)
1



HITACHI

2 7. Migrations&Metadata Inspire the Next

Hasura TIEDBMD XA ¥F—<TOHasuraD A3 5F—2%T774ILELT
HATE. ChEFERALTHEMIRBOEENAIEE
HALED7PAILISRETACLETRIEBOARITA AN T EE
BERRATODRX—IPOAZIT—3Z/N\—D3 0 TEHTHDT.
RIBZ0—)L/\vOTHELTIEE

o
Hasura CLI - .

hasura migrate apply
--version 1234567890
--type down
--database-name dbl

git checkout metal
Hasura metadata apply

() HASURA
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HasuraTlETF 7O/ T DA FOARBRETEXATH
GraphQLTY YU ZRBR T H-ODH AR RHSh TS

o EBARMBIELTIILITAEITFOENS

Set an admin secret

- A= IR IR RAADFET7 O ERAZHSCT=-0OIZETE
- HasuraTaA—Y¥—RiE & 1T OMRICITD TR E

Enable HTTPS
- HasuraB BIXAPIZSSL/TLSTRETELZ L =8, APIZtEXa7IC
FARIZFI)N—RTAOXFLEBRETIVDELRHS

Configure logging

- HasuraTIl&query-log(Hasura®query=#&IZB89 Blog)*>http-log
(HasuralzHTTPUS TR FLT=EEDlog)ZEDlogh 1 2f8EFIR S T
HY. DR THANT SlogZRETES
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e HasuraTlka—v—RBiE(IHasuraft TITSBELAHY. R ARKIZIT
webhook ZREEEJWT(JSON Web Token)sREE D 2iE M TR 1T

o WLWTFhoAHESession Variables&U S5ZE#(X-Hasura-RoleZ) %
HasuralZjEd Z&Ta—HY—D#E A% £

Postgres Postgres
Single SOL query with Single SQL query with
restricted access for restricted access for
rale role
Role/User Info

in resolved session variables
{ X-Hasura-Role = “author"”;

Authorization X-Hasura-User_ID =3 } JWT validation and decoding; Authorization
( role-based wsion variables in Hasur i ( role-based
« ssion variables in Hasura claims B
access control rules) Your auth webhook access control rules) Your auth service
<[> { X-Hasura-Role = "author”; </>
Hasura header X-Hasura-User_ID=3 } Hasura
(webhook mode) req heacers t (JWT mode)

GraphQL query

i GraphQL query
req headers +

JWT in auth headers claims during signup/login

App App

webhook ZREF JWTEREE
(https://hasura.io/docs/latest/graphql/core/auth/authentication/index.html)
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JWTRRRETITET VA4 T7 MR EREEY—/\—I B JIWTF—o 2 ZFHfFL.
FDIWTZAYAIZEHT-HTTPYUSHY T A FZEHasuralZi%{E
JWTARDclaimlzg@i s 7=X-Hasura-Allowed-RolesD s 1 —H—
ZE|Y L TSRolezERL. &ikdAuthorizationZzZZ=EJE

® . %
“ ST H— ) \—
JWT =

O HASURA |
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Role. Table. CRUD%I=PermissionEFEIEN A7 VR IL—ILEERTEL.

DB 4T - 51l B iz T il 6D

admin v

finance x
manager x
r x

x

Close | Role: finance  Action: select
v Row select permissions @ - with custom check

Allow role finance to select rows:
& Without any checks
@ With custom check: @

{"department":{"_eq":"B4F 3 "}}

department ~ {
q w e E=Sl [
}
}

Limit number of rows (7]
~ Colum lect perm (7]

Allow role finance to access columns Toggle Al

user_num name department O passwo
> Aggregation g perm (7]

rd

© Hitachi, Ltd. 2022. All rights reserved.
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Hasural“#Eficsh =L FTOT—TJILIC
3DMRole”’manager”. "user”. "finance” TP IR T BLZEHE

{ user num * * name

1 KER
2 ZRER
3 —ER
A FaER
5 al=
6 7\GF

1 department

FAEEED
e il
R
Frigeil
LBl

RAFEED

HITACHI
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1 password =

dtel56
enodlls

fhadbbsh

manager Z22TOI—Y—IFRICT VX TESRole
user HbD1—HY—FEEL—BIEHT—FDH

T OEATE5HRole

finance BAFBBICATB9 51— —MDpassword st
DOEMERZRE TESRole
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FARE- B[ Y —/\[Z[TKeycloakZzfEAL . KeycloakmsHRfRL =& Roled

Hasural2& 1+ 5ZEB 2R T 5

=4
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:3080
(> HASURA

:5432

\

PostgreSQL

8EYCLOAK

:8081

PostgreSQL ‘

:5432
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“Clients” &L T hasura”Z4EpL. "hasura” D “Mapper” TIWTDclaimIZ
AL fieldZHEET S

Hasura &
Settings Keys Roles Client Scopes Mappers Scope Revocation Sessions Offline Access Installation
Q
Mame Category Type
x-hasura-default-role Token mapper Hardcoded claim
x-hasura-user-num Token mapper User Attribute
x-hasura-allowed-roles Token mapper User Client Role

x-hasura-allowed-roles(iZ8) RBIILf-A—Y—ICE|YYHTAHRole—EZE
v 9 Sfield
x-hasura-default-role(sZ8) Hasura~®DY T ANy S TRoleZ$E5E
LEVEEIZEIY HTSHRoleZ 8] E T Sfield
X-hasura-user-num Role& [XBRELNTT M. HasuraT
Session Variables&L T{E A9 field
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&I="hasura” R®M”Roles” THasuralZJ&Jd RoleZ{ERX
(5 [Ell&”manager”. "user”. "finance” Z{ERk)

Hasura
Settings Keys Roles Client Scopes Mappers Scope Rewvocation Sessions Offline Access Installation
Q || view all roles
Raole Name Composite Description
False
False
False
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Role”manager”’ [IDBOLTHA—HF—IFRIZ T I LA TE R ESIC
PermissionlZ(Xfal &% EZ LA LY

Close | Role: manager  Action: select
~ Row select permissions @ - without any checks

Allow role manager to select rows
@® Without any checks
{¥

O With custom check: @

Limit number of rows 2]
w Column select permissions @ - all columns
Allow role manager to access columns: Toggle A
user_id name department password

» Aggregation queries permissions @ - disabled

Save Permissions Delete Permissions

» Clone permissions @
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Role”user’ (BN A—H —BEBL—BT AT —RIDHTFTHIEATES
FOL=LD T, JWTr®D X-Hasura-User-Num&T—7J )L Duser numbHhi—E
T AITDHMEFTESLES5"Row select permissions” 5] E

Rol Acti lect
Row select permissions @
| | to select rows
t hecks
t heck: @
i {"_eq":"x X
uuuuuu m ~ {
q v X-Hasura-User-N I
}
}
L ber of (7]
Column select per 7] I colur
llow role user to | Toggle
8 user_nu ] dep @p
Aggregation q permissions @ i
Delete Permissions
» Clone permissions @
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Role”finance” (XBA HBERICATE I S A Dpassword LN DIFHRZEIMF T 5L
"Row select permissions”(&departmentHBt FEERI=— BT 1T H
”Column select permissions” TlkpasswordLl S DFIE & TE

v Row select permissions @ - with custom check

Allow role finance to select rows.
O Without any checks
@ With custom check: @

{"department”:{"_eq":"BAFEEE"}}

{
department v {
q ~ | BiFE ]
}

}

Limit number of rows 12
~ Column select permissions @ - partial columns

Allow role finance to access columns Toggle All

» Clone permissions @
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e Role, Table, CRUD&EIZPermissionEFEIENBAT7 ORI —ILERTE
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